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** CMMC Documentation

Template Package
Editable CMMC policies, plans and procedures

WHAT 1S AscoOLTA’S CMMC DOCUMENTATION TEMPLATE PACKAGE?

Ascolta’s CMMC Document Template Packages provide editable Microsoft Word and Excel templates that are
written to satisfy Cybersecurity Maturity Model Certification (CMMC) Framework Level 1, 2 and 3
requirements.

Instead of starting from scratch, start with 90% of the writing already done. There will still be some writing,
configuration and tailoring of the templates, but at a fraction of the cost, effort and time than if you were
starting from scratch. And the end result is a better product.

CHALLENGES

As you begin preparing the documentation for your CMMC assessment you quickly realize the sheer number
of policies, plans and procedures required to adequately document and manage your compliance. Many
companies start with an existing set of internal policies and procedures but quickly realize they are incomplete,
insufficient and often contradictory. The process of writing cybersecurity documentation internally can take
your existing team months and involves pulling your most senior and experienced cybersecurity experts away
from their operational duties to assist in the process.

If you decide to outsource the task, in addition to the cost of hiring a cybersecurity consultant to write the
documentation you still need to devote your time to provide guidance and assist in the final deliverable. The
consultant will require involvement from your team for direction, answering questions and quality control, so
the impact is not limited to just the consultant's hours.

The task of writing all the required documents can take months and hundreds of hours. Some estimates place
it at 9-12 months of staff work — your staff have day jobs after all — and upwards of $60,000 in labor expenses.
With the consultant route, after hiring a firm to conduct a gap assessment and then navigating through months

of meetings, interviews and presentations, they provide documentation at a cost double of what you could
have done it yourself and only marginally faster.

By yourself

With a consultant —

With Ascolta
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THE REQUIREMENTS
System Security Plan

Develop, document, and
periodically update system
security plans that describe
system boundaries, system
environments of operation, how
security requirements are
implemented, and the
relationships with or
connections to other systems.

Processes Documented

Level 2 requires that an
organization establish and
document practices and
policies to guide the
implementation of CMMC
efforts.

Processes Managed

Level 3 requires that an
organization establish,
maintain, and resource a plan
demonstrating the management
of activities for practice
implementation.

WHAT You GET

Ascolta offers a complete
CMMC document template
package with over seventy, fully
editable Microsoft Word or
Excel document, templates.
The Level 3 package includes:

e System Security Plan
template

e 17 CMMC Policy templates

e 17 CMMC Plan templates

e 17 CMMC Practice
Implementation Procedure
templates

¢ 10 Organizational Policy
templates
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Achieving a Cybersecurity Maturity Model Certification (CMMC)
assessment requires thorough documentation in the form of policies,
plans and implementation guides. Starting from scratch to create
your own documents while ensuring they cover all the required
CMMC Framework practices and National Institute of Standards and
Technology (NIST) controls can be daunting and time consuming.
Our CMMC Documentation Ecosystem provides linked and
supporting documents based from CMMC and NIST 800-171
requirements. The package provides templates for all CMMC
required documentation of your system to achieve a CMMC Level 1,
2 or 3 assessment.

CMMC Documentation Ecosystem

Environment Documentation

Artifacts

Corporate Policy

Save yourself and your company the time, money and effort of
creating these documents from scratch. Purchase the Ascolta
CMMC Document Template package that’s right for your assessment
needs today.

Ascolta is a CMMC Accreditation Board Registered
Provider Organization.

About Ascolta: Founded in 2015, Ascolta focuses on delivering DevOps and cloud-migration
services. We provide advanced technical services in the areas of information security, cloud
management, adoption and migration. Ascolta develops and delivers system integration and
professional services specializing in DevOps services that enable organizations to rapidly
deploy solutions in the cloud or on premise. Ascolta has cleared staff who support
numerous Department of Defense contracts as a fully DCAA compliant company.

Visit us at https://ascolta.com
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