It all starts with the System Security Plan

Ascolta CMMC Documentation Templates are designed to fully document your

environment and easily assist CMMC assessors during your certification process.

SYSTEM SECURITY PLAN

The System Security Plan (SSP) describes how an organization meets
the security requirements for a system or how an organization plans
to meet the requirements. In particular, the system security plan
describes the system boundary; the environment in which the system
operates; how the security requirements are implemented; and the
relationships with or connections to other systems.

ENVIRONMENT System Security Plan

INSTRUCTIONS:. This template is designed to serve as the base security document for
your environment  Coupled with the associated documents contained in the Ascolta
CMMC Document Template Package, once tailored to your organization’s specific
information, should satisfy all CMMC documentation requirements.

To tailor this template to your organization, replace all capitalized red text with your
organization's information. A quick and easy method to do this is to use the ‘Replace’
function, entering the word to be replaced in the ‘Find what box and entering your
information in the ‘Replace with' box. Two words needing to be replaced in this document
include:

+ COMPANY - Your company’s name
« ENVIRONMENT — Name of the environment or system

Other red text is self-explanatory as to what information is required. Additionally, you will
need to provide an environment architecture diagram and a data flow diagram. Once
complete ensure the red ext you have replaced is changed to black text and delete all
the remaining red text instructions and notes.

Finally, read through the document and ensure it fits your circumstances and
requirements. This is a template and requires thoughtful input to be effective

1. PURPOSE

The purpose of this document is to describe the system security plan (SSP) for the
COMPANY ENVIRONMENT deployed in LOCATION. Where appropriate, this document
identifies how the risk of operating applications in the ENVIRONMENT are minimized
through the coordinated implementation of personnel, physical, computer, information,
and commurnications security controls.

This document along with the associated SSP Annex and associated security domain
policies, plans and practice guides establishes ENVIRONMENT policies for managing
tisks for Defense Federal Acquisition Requlation Supplement (DFARS) rule 252 204-
012

2. SUPPORTING DOCUMENTS

This SSP serves as the capstone document for the ENVIRONMENT ecosystem of
requirements, polices, plans, practice guides and supporting documents.

2.1.Requirements/References
The following refences estabiish the requirements for this SSP
« DFARS 2522047012

« CMMC Framework
« NIST SP 800-171
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The editable SSP Excel spreadsheet captures information in an easy to use format that generates auditable
documents for the assessor. Coupled with the other provided templates you’ll have everything needed to
fully document your system or environment.
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Our Executive Dashboard provides a quick reference tool to brief senior leadership and to manage
continuous monitoring efforts. It also calculates your SPRS score for DFARS 252.204-7020 compliance.
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POLICIES

Establish a Policy for Each Security Domain

CMMC Level 3 require that for each security domain the:

e Purpose of the policy is clearly stated

e Scope of the policy is defined (e.g., enterprise-wide,
department-wide, or information-system specific)

 Roles and responsibilities of the activities covered by this
policy are defined; (i.e., the responsibility, authority, and
ownership of Asset Management activities)

e Policy establishes or directs the establishment of
procedures to carry out and meet the intent of the

PHYSICAL PROTECTION POLICY

Policy
Physical Protection

Change Management Record

Authority

Date [Action

[
| Initial Publication |
[ I I

Scope

This policy applies enterprise wide.

Purpose

The purpose of this Physical Protection policy is to establish COMPANY"s approach to
limit physical access to COMPANY office spaces and information systems.

Responsible Party

policy

e Any regulatory guidelines that this policy addresses are

included

e Policy is endorsed by management and disseminated to

appropriate stakeholders

e Policy is periodically reviewed and updated
You will receive fully editable Microsoft Word templates for

each of the seventeen domains.

The TITLE is responsible for executing this policy and associated implementation
guidance and plans.

Procedures

The responsible party will create and maintain procedures for implementing this policy
in a separate COMPANY Physical Protection Practices Guide and provide input for
detailed instructions for the management of these practices in the COMPANY Physical
Protection Plan.

Authority

The responsible party has the authority to take actions necessary to ensure proper
execution of this policy, to include coniracting with third parties, purchasing tools and
training as outlined in the associated plan, establishing and enforcing disciplinary
procedures for COMPANY employees, and to update the practices as necessary or
appropriate. Practices must be reviewed at least annually.

Establish, Maintain, and Resource Domain Plans

PHYSICAL PROTECTION PLAN

1. Plan
Physical Protection (PE)
2. Change Management Record

‘}M

3. Mission Statement

[ Action | |
[ Initial Publication | | |
[ | |

COMPANY’s comprehensive cybersecurity posture increases security and reduces risk
while securely enabling access to information for those who need it. COMPANY will
mitigate security risk through outreach, awareness, assessment, policy, and best
practices.

COMPANY will stive to protect intemal information, client information and partner

information through rigorous implementation of the practices and procedures outlined in
the Physical Protection Practices Implementation Plan.

4. Strategic Goals

Implement, manage and monitor all practices outlined in the Physical Protection
Implementation Plan at a level sufficient te achieve continued security and compliance

5. Relevant Standards and Procedures

Physical Protection relevant standards and procedures are contained in the following
documents and references:

. COMPANY Physical Protection Policy

. COMPANY Physical Protection Implementation Plan
. CMMC Model V1.x

| NIST SP 800-171 (current version)

. NIST SP 800-53 (current version)

anowm

®

6. Project Plan
6.1.Staffing

d nerf

Adequate staffing will be provided and ined to allow p of the
practices as outlined in the Physical Protection Practices Guide. At a minimum, the
following billet(s) will be filed and maintained:

a. TITLE

Additionally you will receive plans for each Domain to:

e Establish and maintain a plan that provides oversight for
implementing the policies

e Plans includes a mission and/or vision statement, strategic
goals/objectives, relevant standards and procedures and
documents the activities, due dates, and resources assigned
to implement and manage the policies

e People resources are assigned to support implementing the
policies and staff members have the appropriate knowledge,
skills, and abilities to carry out their duties

¢ Funding resources are defined and assigned to fully execute
implementing the policies to include proper oversight,
execution, and maintenance

e Specific tools required to implement the policies are
provided and people resources are adequately trained to
use these tools

¢ Relevant stakeholders are involved in resourcing activities
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PRACTICE IMPLEMENTATION

Document the CMMC Practices to Implement Policies

How your organ|zat|on implements 7.1, Limit Ph}‘sicﬂl Access [PE.1.131}

each of the CMMC practices is the Limit physical access to organizational information systems, equipment and the
respective operating environments to autheorized individuals.

focus of an assessors evaluation and L
Ohbjectives:

the key to a secure and compliant
environment.

» Authorized individuals allowed physical access are identified;

* Physical access to organizational systems is limited to authorized individuals;
. . . + Physical access to equipment is limited to authorized individuals; and

We prowde a Practice Implementatlon * Physical access to operating environments is limited to authorized individuals.

Plan for each security domain that | 711 Implementation
contains: Physical access to faciliies and information system distribufion and fransmission lines
. within organizational faciliies will be controlled by:
e Procedures to implement each
practice and the documentation to . Lﬂck!ng facilities doors and r.e.qmnng swipe access for entry
. * Locking server rooms and wiring closeis
be followed to implement the * Disconnecting or locking spare jacks

po“Cy for each domain The TITLE will develop, approve, and maintain a list of individuals with authorized access

e Procedures Specifying the activities to C-DI'_;-'I_F_"ANY facilities wl_'lere _CUI infnrmalinn resides and issue aMhnrizatinn creden_lials
. . for facilities access, The list will be reviewed monthly, when access is no longer required,
required to carry out the domain | individual access will be removed.

policy Physical access to information system cuwlput devices will be controlled to prevent
unauthorized individuals from obtaining the output by:

e Procedures to be reviewed and
¢+ Placing output devices in locked rooms or other secured areas and allowing

Updated periOdica”y to ensure theV access fo authorized individuals only
meet Domain policy * Placing output devices in locations that can be monitored by crganizational
. ) personnel
Each Practice Implementatlon Plan +« Compufing devices, external disk drives, networking devices, monifors, copiers,
contains instructions for each pracﬁce scanners, facsimile machines, and audio devices will be safeguarded.

covered in the seventeen security
domains. For practices that are non-
environment specific, sample
implementation methods are included.

ASCOItO

EDIT THE LIST OF VERIFICATION METHODS LISTED BELOW FOR YOUR
PARTICULAR CIRCUMSTANCES AND ENVIRONMENT, WHICHEVER METHODS
YOU SELECT ENSURE THEY ARE AVAILABELE, UP TO DATE AND ACCURATE.
CMMC ASSESSORS WILL REQUIRE A MINIMUM OF TWO MEANS OF | Additionally, we provide suggested

VERIFICATION. verification methods to be utilized for
* Examine ) each practice. This ensures you have a

o Access lists
o Physical inspection of equipment, locks, badges and swipe mechanisms verifiable method to monitor
o Physical Protection Practice Implementation Procedures . . .
o Procedures addressing physical access authorizations compliance and it assists your assessor
= System security plan to rapidly determine if the practice is
o Authorized personnel access list
o Authorization credentials met or not met.
o Physical access list reviews

o Physical access termination records and associated documentation Each practice contains SUggeSted list of
* Interview artifacts to examine, lists of people to

o Facility Security Officer . .
o Information System Security Manager Interview, and procedures and/or
o Personnel w!th ph'_.rs!cal access authorization _rfaspunmbllrtles mechanisms to test.
o Personnel with physical access to system facility
o Personnel with information security responsibilities

e Test
o Organizational processes for physical access authorizations

o Mechanisms supperting or implementing physical access authorizations
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POLICIES & TEMPLATES

Additional Helpful Policies and Templates Included

PASSWORD POLICY

lNSTRUCTIONS: This template is designed to serve as an organizational-wide policy for
your company. Coupled with other policies contained in the Ascolta CMMC Document
Template Package, once tailored fo your organization's specific informafion, should

satisfy CMMC documentation requirementis.

To tailor this template to your organization, replace all capitalized red text with your
organization’s information. A quick and easy method to do this is to use the ‘Replace’
function, entering the word to be replaced in the Find what' box and entering your

information in the ‘Replace with’ box.

Finally,

1. Policy
Password Policy
2. Change Management Record

read through the document and ensure i fits your circumstances and
requiremenis. This is a template and requires thoughtful input to be effective.

You’'ll also receive additional organizational
policy templates for the following:

¢ Acceptable Use Policy

Asset Management Policy

Configuration & Change Control Policy

Cyber Incident Response Policy
Data Handling & Storage Policy

Encryption Policy

Mobile Device Policy
Password Policy

Date Action Authority Signature

Initial Publication

¢ Risk Management Policy

3. Overview

Passwords are an important aspect of computer security. They are the front line of

protection for user accounts. A poorly constructed and protected passwo
a compremise of COMPANY's entire network. As such, all COMPA)
(including confractors and vendors with access to COMPANY systems) a
for taking appropriate steps, as outlined below, to select and secure their g

4. Purpose

The purpose of this policy is to establish a standard for the creation of strog
the protection of those passwords, and the frequency of change.

5. Scope

The scope of this policy includes all personnel who have or are responsible
{or any form of access that supperts or requires a password) on any syste
at any COMPANY facility, has access to the COMPANY network and/for clf

6. Policy

COMPANY utilizes PRODUCT NAME (eg_ 1Password) as the only appro]
manager.

COMPANY ufilizes PRODUCT NAME to store, manage and protect user p
COMPANY employees will be offered a PRODUCT NAME account. All
passwords shall be randomly generated by PRODUCT NAME and manag

1

COMPANY PROPRIETARY
-

T Pt RESALE. £ P B

Finally, you'll receive many other documents
in the form of appointment letters,
Nondisclosure Agreements and other assorted
useful templates.

Over seventy documents in all consisting of
over 350 pages of timesaving material.

ascelto

All fully editable via Microsoft Word

paTE
From: COMPANY CEC
To: NAME
Subject: ;\EE-?EI;MM ag Information System Security Manager for the NAME OF

You are hereby appeinted as the Information System Security Manager (ISSM) for
MAME OF SYSTEM and will act as the technical advisor to the AQ. You are primarily
responsible for maintaining the overall security posture of NAME OF SYSTEM. As the
IZ5M you are the primary System Security Plan (S3P) stakeholder. You are primarily
responsible for maintaining the overall security pesture of the MAME OF SYSTEM
within your organization and are accountable for the implementation of NIST SP 300-
171 security confrols. You are also in charge of the continuous menitoring of systems
within your purview to ensure compliance with established policies.

IS5M responsibilities include:
« Maintaining and reporiing System assessment and autherization status.

Coordinated with the organization’s management to ensure issues affecting the
organization’'s overall security are addressed appropriately.

« Monitoring compliance with cybersecurity policy, as appropriate, and reviewing
fhe results of such monitoring.

« Ensuring that Cybersecurity inspections, tests, and reviews are synchronized and
coordinated with affected parties and organizations.

+ Enzuring the handling of possible or actual data spills of classified infermation
resident in 1S5, are conducted in accordance with DoD 5200.01, Volume 3.

Acting as the primary cyber security technical advisor to the AO for the System.

Ensure that Cybersecunty-related events or configuration changes that may
impact System authorization or security posture are formally reported to the AD
and other affected parties.

« Reporting cyber incidents to the Defense Industrial Base (DIB) in accordance
with Defense Acquisition Regulation Supplement 252 204-7012, Safeguarding
Covered Defense information and Cyber lncident Reporting.

« When a cyber incident is discovered that affects a covered contracter information
system or the covered defense information residing therein, the responder will:

o Conduct a review for evidence of compromise of covered defense
infermation, including, but not limited to, identifying compromised
computers, servers, specific data, and user accounts. This review shall
alzo include analyzing covered contracter information system(s) that were
part of the cyber incident, as well as other informaticn systems on the
Confractor's netwerk(s), that may have been accessed as a result of the
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